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CERIGIB
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Malicious resources

1595

malware resources aimed at Android users in Russia was detected and blocked KyIBERT
In last12months. Most of thendistributed APKfiles that actually are banking trojans

Detected resources by month
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Malicious resources

Most popular method of spreading malware is SMS spam
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How we can detect these resources bef8MS send?

By analyzing the structure of new domain names
By monitoring IPs or SSL that already bagsociated with malware activity

Check new domains from already known account of registrar that already

been associated with malware activity (By Netoscope.rewif?. )

By similaMhoisdata




Proactive Detection of Interrelated
Malicious Resourceasstructure of domain name

Many of these can be detected Bimilar regular expressions. For iavitoliprof I v d

example we can use this for the mentioned case with android malwar test strineg

*profid{1,6}*| .* avito.*| av*id\d{1,7} R

avito-nos.

avito-don.ru

For better detect we can use different symbols of ASCII that can help |avito-bom.ru
detect domains like & vito€. Best preferable to use @#utomatically. erde231.ml/?3

Finished regular expressions fmvitoe will look like this: T
prof77382.ru

avito-ntk.ru

L’I’ N ﬁ N ﬁ r] D D N\’@!éé M%ﬁﬁ é 5 5 S avito-bet.ru

avito-bet.ru
avito-sox.ru

After finding suspicious domains we should check tih@mnmalicious avito-pop.ru
activity from different proxies (especially from mobile network) and | 8vite=nis.ru
user agents (especially mobile devices). SR

avito-pns.ru




Proactive Detection of Interrelated
Malicious ResourceslP and SSL

New domains can use already known IPs, that was previously detected. Also some of domains can change IP and 1
can help to detect more potential maliciousness resources that related with the n@lwdiRBame thing with known
SSL, that already been used in malicious acthiy.can also build the relationships between this all data.

ea4b9b
27ea2l
190.2.131.110
2edd1d
092919

Domain name Registrar Reg date Exp date Email Phone Organization Name IP-address
© avito.profile59344.ru 190.2.131.110

avito.profile59349.ru 190.2.131.110
- avito.profile59348.ru 190.2.131.110



Proactive Detection of Interrelated
Malicious Resourceswhoisdata

Cybercriminals also can use already known emails when they register the domain names. It also can help to detect
new malicious domains, but onlywhoisdata is openln most cases this data is actually fake.

Domain name Registrar Reg date Exp date Email Phone Organization Name IP-address
@® servi-down.pro Tucows Domains Inc. 2018-02-06 2019-02-06 millano.sun@nm.ru +7.9184758472 Private Person Viktor Bereza 212.86.109.249
@® serv54-down.info Limited Liability Comp... 2018-03-16 2019-03-16 millano.sun@nm.ru +7.9134857462 Private Person Fedor Emelninko 212.86.109.249
@® serv59-down.info Registrar of domainn... 2018-03-18 2019-03-18 millano.sun@nm.ru +7.9134857462 Private Person Fedor Emelninko 212.86.109.249
@® avito-pays.info Registrar of domain n... 2018-04-19 2019-04-19 millano.sun@nm.ru +7.9134857462 Private Person Fedor Emelninko +9 185.209.22.67
@® serv3s-down.info Registrar of domain n... 2018-03-09 2019-03-09 millano.sun@nm.ru +7.9134857462 Private Person Fedor Emelninko 212.86.109.249




Proactive Detection of Interrelated
Malicious Resourcesdata fromNetoscope

daiin 3anpoca 201808281650.csv

One of services for members of Netoscope.ru can provide associated
domains for account but any personal data of accounbisdisclo®d.

mmsdr . ru

If we have at least malicious domain it can help us to find more
similar malicious domains with the same registrant. Onlyrioth.

Z0Nes. Archive: 201808281650.zip
inflating: 2818088281658 exst ans.txt

dan otBeTa 201808281650 exst_ans.txt

Personal Data

8cb3al/57+1199b53ad39da2t419b531 smstv.ru
8cb3al/57+1199b53ad39da2t419b531 mmskp.ru
8cb3al757f1199b53ad39da2f419b531 smsvj.ru
8cb3al/57+1199b53ad39da2t419b531 mmsdr.ru
8cb3al/57+1199b53ad39da2t419b531 smszb.ru

8cb3al757f1199b53ad39da2f419b531

fotozg.ru

8cb3a1757F1199b53ad39da2f419b531 mmshg. ru

8cb3a1757F1199b53ad39da2f419b531 smsbu. ru

8ch3a1757F1199b53ad39da2f419b531 sms0z.ru

Name 8cb3al1757f1199b53ad39da2f419b531 fotouc. ru
8cb3a1757F1199b53ad39da2f419b531 fotoni.ru

- M D5 8ch3a1757F1199b53ad39da2+419b531 mmsyb . ru

F3f1()r153 8cb3al7571199b53ad39da2f419b531 mms gx . ru
8cb3a1757F1199b53ad39da2f419b531 fotohp. ru
8ch3a1757F1199b53ad39da2f419b531 fotoca. ru

Email 8cb3a1757F1199b53ad39da2f419b531 SMSXU. rU
8cb3a1757F1199b53ad39da2f419b531 fotoad. ru
8ch3a1757F1199b53ad39da2f419b531 fotopd. ru

8cb3a1757F1199b53ad39da2f419b531 mmsqf . ru

8cb3a1757F1199b53ad39da2f419b531 smsda. ru

8ch3a1757F1199b53ad39da2f419b531 smscn. ru
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Proactive Detection VS Data from mobile devices

Detected before SMS spam
Data from SMS connector
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80% malicious domains was detected before cybercriminals send SMS spam with them
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Cooperate with Coordination Center

CERTGIB (GroufB) Recognized as a competent organization of the Coordination Center for TLD RU.
It help us to cooperate with registrars mu/h  zones to suspend malicious domain names, include

that usedsfor the purposes of phishing, unauthorized access to thady information systems,
malware distribution, and controlling botnets.

3 020

domains that used for phishing, malware distribution and CNC was suspended b BEHRZD1 7
by usingusingcompetenciesn ru/h  zones

12




Cooperate with Coordination Center

Coordination Center provide a platform that can help cooperate with registracket system
between registrars and competent organizations like us.

praa — M o _
He'l'ocxon THKETHaA cucTema (2) pOBEpKA AOMEHE R

Beixog Sl

IMaeHas cTpaHuua \ TMKETHAA CHCTeMa

MoMuck
| Co3paTts HOBOE 0DpalleHne |

ID obpalueHua

BriseaeHhl pe3ynbTaThl, OTq}HJ'IprOBaHHbIe no YyCnosHuAM NOWUCKA. OTMEHWTE Et)IdJ'IbTFZ_)

JaKkpbITo/oTKPLITO
WHpuwkaTtop 1D 3aronoBoK WameHeHo KTo uameHun Coob. Crartyc WMuuymatop KaTteropua (Bce) v
1176 RO1. MNpexpalyeHue jenerMposaHna avito- 24.08.2018 AnnHa 3 3aBeplena Anvra (S (Group  malware 3aronosok / TekcT coobLyeHus
id3912[ Jru 18:20:02 L ofpaboTka IB)
832  ®uwwHr-pecypc akito1[.Jru 10.08.2018 Vear D 2 JaseplueHa Magen SR (Group 1B)  phishing
11:56:03 obpaboTka | Haii | | OTMEHUTL
199  BpenoHocHwlid pecypc m[ Javito[ Jprof7 7382 Jru 20.03.2018 MNacen S 3aeeplieHa Muxav S Group |1B) malware
12:27:29 obpaboTka
198 BpenoHocHwlR pecype m[ Javito] Jprof7 7385 Jru 19.03.2018 MNasen S 2 3aBepuweHa Nasen SN Group IB)  phishing
17:50:58 ocbpaboTka
197 BpenoHocHwR pecype m[.]Javito].Jprof7 7381 Jru 19.03.2018 Nagen WS 2 JaBeplieHa Nagen SR (Group IB)  malware
17:50:52 obpaboTka

Becero: & CrpaHuubsr: 1

@ - nocneamuit pas oBpalueHne nucan kKoopauHaTop
- nocneaxuid pas oGpalleHne Nucan perucTpaTop

@ - nocnepruii pas obpalueHue nucanu Bel

© - nocnepwwit pas obpalueHne NUcan ApYroi COTPYAHVK BalLe opraHuzaLim
- 06palleHHe 3aKpbITo
- HoBoe oGpalleHue

© AHO «KoopaMHauWMoHHBIA UEHTP HALMOHANbHOro goMeHa ceTu MutepHet», 2014-2018
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GRDUP‘iB‘

GrouplBt one of the global leaders
In providing higHidelity Threat Intelligence

and antifraud solutions

www.groupib.com iInfo@group-ib.com twitter.com/groupib_gib

group-ib.com/blog +7 495 9843364 linkedin.com/organizatiod/382013




